Developing effective strategies to rapidly support grid frequency while minimizing loss in case of severe contingencies is an important requirement in power systems. While distributed responsive load demands are commonly adopted for frequency regulation, it is difficult to achieve both rapid response and global accuracy in a practical and costeffective manner. In this paper, the cyber-physical design of an Internet-of-Things (IoT) enabled system, called Grid Sense, is presented. Grid Sense utilizes a large number of distributed appliances for frequency emergency support. It features a local power loss ∆P estimation approach for frequency emergency control based on coordinated edge intelligence. The specifically designed smart outlets of Grid Sense detect the frequency disturbance event locally using the parameters sent from the control center to estimate active power loss in the system, and to make rapid and accurate switching decisions soon after a severe contingency. Based on a modified IEEE 24-bus system, numerical simulations and hardware experiments are conducted to demonstrate the frequency support performance of Grid Sense in the aspects of accuracy and speed. It is shown that Grid Sense equipped with its local ∆P-estimation frequency control approach can accurately and rapidly prevent the drop of frequency after a major power loss.
distributed response loads. The centralized control strategy has the advantages of global accuracy, but it requires a large number of costly communication channels, which may result in a slow response of distributed devices, thereby making it unsuitable for frequency emergency control. For the use case of UHVDC fault, the power system frequency usually drops significantly within a few seconds, requiring a rapid response of a large array of devices, which are sparsely distributed geographically in a city or in a province. The centralized control, therefore, has many challenges in dealing with such faults.
There also exist a range of decentralized control approaches [16] [17] [18] . Many of these share common factors, such as states of distributed loads, frequency thresholds, and time delay [16] [17] [18] , which allow distributed control devices to make autonomous switching decisions. The advantage of decentralized control is that it does not rely on communication and can respond quickly. Nevertheless, without centralized coordination, it can usually lead to insufficient or excessive load curtailment. This is because without system-level parameters such as the power system inertia constant, the local frequency measurement cannot reveal the amount of load shedding needed to regulate the disturbance.
In power systems, there can be some great faults, e.g., UHVDC line tripping, or sudden tripping of great generators. When such a great fault happens, the power system frequency can drop to a dangerous level rapidly within a few seconds, like in the UK blackout [5] . In such cases, the centralized methods might be slow as it depends on communication. The existing decentralized methods are also slow as they passively wait until the frequency drops below a threshold. How can we develop a method which can respond to such great faults actively, accurately, and rapidly?
In this paper, a novel load control system called Grid Sense is developed to achieve real-time monitoring and direct control of end-user load appliances [19] . The Grid Sense system is a distributed system using an extensive array of controllable loads for frequency control, consisting mainly of smart outlets, and a control center in the cloud. Furthermore, based on this system, a local ∆P-estimation approach for frequency emergency control is proposed and implemented. Compared with the aforementioned centralized and decentralized frequency control methods, the proposed local ∆P-estimation approach in this paper has the following advantages: (1) Different from a centralized approach, which estimates power loss in the central controller, the proposed local ∆P-estimation approach estimates power loss locally in each of the distributed control devices and makes switching decisions. In this way, it combines some merits of the centralized control and decentralized control, such as global accuracy and fast response. (2) The distributed loads are ranked from least important to most important, and an index named accumulated power is proposed, which indicates load shedding priorities. The switching of a distributed control device is based on comparing power loss estimation and accumulated power, and this makes the switching of the distributed smart outlet coordinated with each other. Further, the overall load shedding in the power system can be accurate even if there are some errors in the power loss estimation of some individual outlets.
The contributions of this paper are summarized as follows.
(1) The cyber-physical architecture and implementation of an industrial system that is designed for frequency support under UHVDC faults, namely Grid Sense, is elaborated.
(2) A novel distributed frequency control approach, namely local ∆P-estimation, is proposed. This approach is based on coordinated intelligence of the distributed edge devices to enable a large number of widely distributed appliances to provide fast and robust frequency support in case of a severe contingency.
(3) Numerical simulations, hardware experiments, and comparative studies are conducted to verify the accuracy and robustness of the frequency control strategy of the Grid Sense system. The rest of this paper is organized as follows. Section II briefly recaps the power system frequency dynamics model. The development of Grid Sense and the overview of the adopted frequency control approaches are presented in Section III. The control center strategy of the control center is explained in detail in Section IV, while the control strategy of the smart outlets is elaborated in Section V. Case studies are performed in Section VI. Conclusions are provided in Section VII.
Modeling of Power Grid Frequency Dynamics
In power system operations, it is critical to ensure the balance between load and generation at any time. When a major contingency occurs, such as sudden loss of a large generator or an interconnection tie line, this may cause power mismatch to occur, which results in frequency fluctuations. To model the power system frequency dynamics in response to power imbalance, a simplified system frequency response model developed in [20] is widely adopted, and explained as follows.
where ∆ ( ) is the total increase of power generation in per unit (p.u.) at time t; ∆ ( ) is the total increase of load demand (p.u.) at time t; D is the amount of load damping, which indicates the sensitivity of the load in response to frequency change; ∆ ( ) is the frequency change (p.u.); is the equivalent inertia constant of the system. For a system with multiple generators, the value of H can be obtained as follows:
where is the base power of the system; , is the power rating of the i th generator; is the inertia constant of the i th generator; N is the total number of the generators in operation, and the tripped generators should be excluded.
The value of ∆ ( ) can change due to the control of the generator governors, which can be described as in Fig. 1 . Fig. 1 Frequency response model of the power system In Fig. 1 , ∆ is the change of the generator power setpoint; is the fraction of the power generator by the reheat turbine; TR is the average reheat time constant; Km is the power gain factor; R is a constant of the governor speed-droop control. Typically, changing the generator power setpoint takes time, and thus ∆ is ignored in most emergency cases. When a power mismatch between the generation and load demand occurs, the system frequency will experience a dynamic change until a new equilibrium is reached. The frequency response to the power imbalance can be calculated using the Laplace transform as follows:
The frequency response in the time domain can be computed by the inverse Laplace transform, as [20] 
When there are multiple sudden power changes ∆ ( ) at different times , the frequency response is as follows:
Development of Grid Sense and Overview of Its Frequency Control Approaches
In order to curb the rapid drop in frequency after a UHVDC fault in China, a direct load control system, such as the Grid Sense system is developed. Its major architecture and frequency control approaches are as follows:
Introduction to Grid Sense
The overall cyber-physical architecture of Grid Sense is displayed as in Fig. 2 . The Grid Sense system mainly consists of the following major components:
➢ Control center: to receive, analyze, and display the measurements from the distributed smart outlets, and to broadcast parameters and commands to the smart outlets to control their operations. ➢ Communication network: to interface with the distributed smart outlets and control. ➢ Smart outlets: to monitor and control connected devices in real time. ➢ Devices: a variety of home and commercial devices, including air conditioners, refrigerators, EV chargers, lamps, and heaters can be easily plugged into smart outlets by the customers. These appliances serve as responsive load demands. Specifically, the smart outlets with edge intelligence play a key role in the Grid Sense system. They can: 1) measure voltage, current, active power, and reactive power; 2) track dynamic frequency in real time; 3) send measurements to the cloud-based control center; 4) control the switch based on local measurements or commands from the control center; and 5) receive settings from the cloud, including time delay and thresholds. An extended Kalman filter (EKF) method is developed and adopted for fast frequency tracking [19] , and the EKF method delivers a frequency measurement result every 16 milliseconds continuously.
The function blocks of the smart outlet are depicted in Fig The hardware of the smart outlets has been developed and tested, as shown in Fig. 4 . WiFi is used for communication between a smart outlet and router. When compared with wired communication, such as fiber optics, WiFi communication provides a low-cost and flexible solution. Furthermore, the communication between the control center and different geographically distributed smart outlets can be achieved using the MQTT protocol, which is a lightweight messaging protocol commonly used in Internet of Technology (IoT) systems.
A cloud center is set up to receive measurements from the smart outlets, and to detect smart outlet locations, as well as store, analyze, and contour the measurements on a map. The cloud is also used to broadcast settings or control commands to smart outlets. To facilitate power system operators, a user-friendly interface is developed, as shown in Fig. 5 . The Grid Sense system, as explained here, is currently being implemented in State Grid Corporation of China (SGCC) Jiangsu, one of the largest provincial power companies in China. 
Overview of Frequency Control Approaches
In the Grid Sense system, a holistic frequency control strategy, including three schemes are implemented. The functions and the coordination of each are elaborated as follows:
(1) Local ∆ -estimation approach: Before any frequency disturbance event can occur, the cloud control center monitors the status of the smart outlets, calculates the parameters of the power system (e.g., the inertia time constant, load damping factor)for the smart outlets to perform ∆ -estimation locally, and sends the parameters to the smart outlets. As the power system state may change with time, the parameters will be updated by the control center and sent to the smart outlet periodically, e.g., every 15 minutes. The smart outlets then update and store the parameters in the local memory. Based on these parameters, the smart outlets then is able to detect frequency disturbance events, estimate occurrence of power loss, and make decisions to cut loads if certain criteria are met. Based on this local ∆ -estimation approach, the smart outlets usually take load shedding actions within 1 second when needed, in order to effectively curb frequency drop in case of a major frequency disturbance event.
(2) Adaptive switching-off approach: Before a frequency disturbance event, the control center sets a switching-off frequency for each smart outlet and sends it to these outlets. If a smart outlet fails to respond based on the local ∆ -estimation approach, the smart outlet will immediately switch off the load connected to it when the measured frequency is lower than the switchingoff frequency. The decision-making of the smart outlets using the adaptive switching-off approach is dependent on the frequency measurement. Due to the inertia in the power system, the frequency usually drops to the switching-off frequency after a few seconds. Thus, the adaptive switching-off approach usually takes actions later than the local ∆P-estimation approach.
(3) Command-based direct load shedding approach: After the frequency disturbance event, the control center will estimate the amount of load shedding needed and monitor the response of the smart outlets. The control center can send the commands to directly switch on/off the smart outlets if some of the outlets fail to respond or respond in error.
The local ∆ -estimation approach serves as the primary frequency control approach. It has the advantage of both fastresponse and global accuracy while the communication burden is greatly reduced. This is explained in detail in Sections IV, V, and VI. The other two approaches, i.e., adaptive switching-off approach and command-based direct load shedding approach, serve as backup approaches.
In the rest of the paper, the local ∆ -estimation approach is explained in detail from the perspectives of the control center and the smart outlets. Since the adaptive switching-off approach and the command-based direct load shedding approach are widely studied, they will only be briefly mentioned.
Frequency Control Strategy in the Control Center
Aggregate the distributed smart outlets into load blocks Calculate the threshold power loss based on the system state Calculate the load shedding conditions Send the parameters to the smart outlets Receive the measurements and statuses from the smart outlets Calculate the switching frequencies for the distributed smart outlets The control center's main functions, as shown in Fig. 6 , are set up to calculate the parameters for coordinating the distributed smart outlets switching system. These parameters are then sent to the smart outlets before a frequency disturbance event. Since the parameters are calculated and sent before the event, the outlets can tolerate communication delays, while at the same time reduce the communication burden.
Aggregation of Smart Outlets
The smart outlets measure in real time such functions as voltage, current, active power, reactive power, frequency, rate of change of frequency (ROCOF), and the switch status of plugged-in appliances. The smart outlets also send these measurements to the cloud at 1-minute intervals to update the control center on their status. The control center aggregates the widely distributed smart outlets into hierarchical load blocks, taking into consideration the types of appliances and their locations, as shown in Fig. 7 .
Minimizing the impact of load shedding to the customers is a critical concern of Grid Sense. The load shedding should be conducted carefully, and unnecessary load shedding should be avoided. In general, for customers, some loads are more important than others. For example, air conditioners are typically less important than computers. Load shedding near the receiving end of a UHVDC line can in relative terms more effectively prevent the power flow transfer and alleviate the transient stability issues. Based on the types and locations of the load blocks, they can be sorted from the least to the most important. Note that the operators in the control center can have different criteria to sort and rank the loads, and it is not the focus of the proposed work.
Load block for refrigerators in town 1
Load block for air conditioners in town 2
Load block for EV chargings in town 10
Load block for lighting in town 14
City x City 1
Provincial Area 1 Provincial Area y Fig. 7 Aggregation of the loads Assume the power of the i th block is , thus the accumulated power for the ith block is defined as
The accumulated power of each block can be calculated using (11) . The accumulated power of a load block indicates the priority of that load block in the event of load shedding and plays a very important role in ensuring the robustness of the proposed local ∆ -estimation approach, which will be explained in detail later.
The accumulated power of each block will be sent to the smart outlets in that block. After a frequency disturbance event, the smart outlet will estimate the power loss. The smart outlet will then switch off only if the amount of required load shedding is greater than the value of accumulated power stored in the smart outlet.
The blocks serve as the basis for the control and management of the smart outlets. It is noteworthy that the blocks are not fixed and they can change, i.e., merge or divide dynamically as needed.
Determination of Threshold Power Loss
During the power system's long-term operation, there will be fluctuations in frequency. Generally, mild fluctuations that do not cause significant damage to the power system can be taken care of by primary or secondary frequency regulation. The Grid Sense system should not curtail load in such mild cases.
One principle of the Grid Sense system is to ensure that the system frequency does not drop to the point of under frequency load shedding (UFLS) while minimizing the amount of load shed by the smart outlets. In this way, potential system collapse can be prevented, thus avoiding large-scale load shedding by UFLS and allowing time for other frequency control methods to take actions and restore the power system frequency.
The starting frequency of UFLS is different for different systems. In China, for a 50 Hz system, a typical value of UFLS starting frequency is 49 Hz. We choose a threshold frequency slightly higher than the starting frequency of the UFLS, denoted as , as the objective for the frequency control of Grid Sense. A typical value of can be 49.5 Hz. In other words, the objective of the local ∆ -estimation approach is to enable the smart outlets to respond rapidly in case of a major frequency disturbance and ensure that the frequency does not drop below .
For a given power system state, we define the amount of threshold power loss as ∆ which makes the system frequency drop to at a minimum. The calculation of the ∆ is explained as follows.
The response to a sudden loss of a generator or increase in load in typical power system frequency dynamics is shown in Fig. 8 . The frequency decreases until the minimum frequency is reached. Then the frequency goes up until a new equilibrium is achieved. 
The frequency is reached when the is zero. Thus, the time needed to reach can be calculated as follows
Therefore, the can be obtained using the following equation [13] .
where is the pre-contingency frequency of the power system in p.u. and it is typically 1. Hence, based on (12) the threshold power loss ∆ which makes the frequency drop to as the nadir frequency can be calculated as ∆ =
Calculation of Load Shedding Conditions
When a major contingency occurs and causes the power system frequency to drop significantly, the smart outlets need to respond quickly to cut off the load connected to them in order to support the frequency. During the frequency drop process following a major contingency, the frequency goes through complex dynamics. Specifically, there can be various noises, harmonics, distortion, and spikes at the smart outlets, which are located at the user-end level of the power system,. A robust operation strategy, therefore, is required to enable the smart outlets to perform accurately in noisy environments; absent a robust strategy, there can be mis-operation, which can lead to undesired tripping of the loads, causing inconvenience to customers or even worsening the situation.
In this part, a robust and adaptive load shedding condition is proposed for the smart outlets to adaptively determine whether load shedding is needed and to avoid mis-operations. Fig. 9 The relationship between the ROCOF and frequency drop Based on ∆ calculated using (15) , the frequency of the power system following the power loss is calculated using (6). Also, the ROCOF can be obtained using (12) . A typical relationship between the ROCOF and the frequency is represented as shown in Fig. 9 . Immediately after the loss of power ∆ at time 0 , the ROCOF ( 0 ) is
It is noted that the ROCOF value is negative; thus the ROCOF will grow larger (i.e, the speed of the frequency drop is decreasing) until it reaches 0 when the frequency is decreased to . For any frequency value between and , a corresponding ROCOF value can be found. If the real-time frequency measurement is and at the same time the ROCOF measurement is lower than , the switching-off condition is satisfied for one time. For robustness, the smart outlet will decide that load shedding in the power system is needed only when the switching-off condition is satisfied for multiple times.
Next, the calculation of load shedding conditions is elaborated considering the practical factors. In the curve shown in Fig.  9 , there can be an infinite number of ( , ) pairs. Since it is not realistic to store every pair, as the storage within the smart outlet is limited and the control strategy should not be too complicated, the frequency range between and is divided into pieces.
Calculation of Switching-off Frequency
For practical considerations, the adaptive switching-off approach is implemented as a backup control approach in case a few of the millions of smart outlets fail to respond based on the local ∆ -estimation approach. For each load block, a switchingoff frequency is calculated as follows.
where is the total amount of load demand in the power system. The switching-off frequency of a load block is sent to all the smart outlets in that load block. A smart outlet will switch off immediately once the measured frequency is lower than the corresponding switch-off frequency.
Control Strategy in Smart Outlets
According to the holistic frequency control strategy introduced above, the flowchart of the smart outlets abiding by these three approaches is shown in Fig. 10 .
In the flowchart, steps 5-9 correspond to the local ∆P-estimation approach.
Step 10 corresponds to the adaptive switchingoff approach.
Step 11 corresponds to the command-based direct load shedding approach.
Several key steps, including abnormal frequency disturbance event detection, load shedding condition check, power loss estimation using least square estimation (LSE), and power loss estimation using EKF are explained in detail as follows. 
Abnormal Frequency Distribution Event Detection
When there is a change in frequency measurement, it is critical to check whether the change is a credible contingency or just normal fluctuations. To ascertain this, an abnormal frequency disturbance event detection method is needed.
To measure power system frequency in real time, the smart outlet utilizes an EKF-based method, which provides a frequency measurement result every 16 milliseconds. While it may seem reasonable to use a sudden frequency drop to detect an abnormal event, in noisy environments at the end of a distribution system where the smart outlets are located, this should be conducted carefully because if a single point of frequency drop is used, a high probability of false detection can occur. For example, if the noise causes a frequency measurement deviation of 0.01 Hz, the smart outlet may estimate that the frequency drop rate is 0.01Hz/0.016s=0.625 Hz/s, which is a high rate of frequency drop.
For a sudden power loss, like a UHVDC line tripping or a major generator trip, the power system frequency will drop continuously. Thus, the abnormal event detection method in the smart outlets will be as follows: the smart outlet determines that an abnormal frequency disturbance event exists only when the frequency drops continuously for five consecutive frequency measurements. In this way, the frequency disturbance event is more robust in case of random noises.
Load Shedding Condition Check ncount=0
Measure the frequency f and the value of ROFC g.
The switch is on ?
fx,1 f <fn and g<gx,1 ?
fx,2 f <fx,1 and g<gx,2 ?
fx,n f <fx,n-1 and g<gx,n ? fs f <fx,n and g<0 ? Immediately after an abnormal frequency disturbance event is detected, the smart outlet checks to see whether any of the loading shedding conditions within the rows as seen in Fig. 9 is met for each frequency measurement obtained every 16 milliseconds. To increase the robustness of this method, the smart outlet decides that load shedding is needed only when frequency measurement satisfy the conditions in Fig. 9 , as shown in Fig. 11 .
Power Loss Estimation Using LSE
According to (16) , the value of power loss ∆ can be estimated according to the ROCOF immediately after power loss ( 0 ), as
After an abnormal frequency disturbance event is detected, a few frequency measurements are adopted to estimate the ( 0 ). Assume n frequency measurements after the disturbance as = { 1 , 2 , ⋯ , }, denote = {1,2, ⋯ , }/ , where is the reporting rate of the frequency measurements.
where ̅̅̅̅ and ̅̅̅̅ are the average values of and , respectively. It is noted that the number of frequency measurements used to estimate ( 0 ) should not be too small or too large. If the number is too small, the result of ( 0 ) might be greatly affected by the possible errors in a few measurements since there can usually be significant harmonics/noises in the power system after a sudden significant power loss. It should not be too large as well because (18) is only valid after a sudden power loss. After sufficient tests, we find 10 measurements can be a good choice.
, which is a constant for a given power system state, and can be calculated before the event by the control center and sent to the smart outlet. Based on the and the estimated value of ( 0 ), an initial estimate of the power loss several milliseconds after the power loss can be obtained as ∆ = × ( 0 ).
Power Loss Estimation Improvement Using EKF
An EKF method is adopted to further improve the estimation accuracy, and the loss estimated by the LSE serves as an initial solution for the EKF.
After a sudden power loss ∆ ( ) at , according to the power system frequency dynamics model in Section II, the frequency will be
In practice, for distributed devices such as smart outlets, which continuously measure the frequency, it is very challenging to know the exact value of in real time. Also, there is the consideration that the power loss based on a wrong value of using (18) will greatly affect the estimation of ∆ .
Thus, there are two values that need to be estimated here, namely, ∆ and . In other words, if we want to estimate the power loss using the frequency measurements after some time of the power loss, we need to simultaneously estimate the amount of power loss, together with the time of the power loss.
Considering the reporting rate of the frequency measurements, equation (20) is discretized as (21) .
where k is the index of the EKF iterations.
Define the state for the EKF as
The state transition equation is as follow:
Then, the observation matrix is linearized as follows:
The observation equation is
By using the EKF method for each frequency measurement in real time, a smart outlet can locally estimate the power loss. More details about the EKF method can be found in [21] .
Generally, the accuracy of the EKF relies heavily on the selection of the initial estimation. To alleviate this problem, the power loss obtained by the LSE method serves as the initial estimation of the EKF, which helps to improve the accuracy of the EKF method.
If the estimated power loss is ∆ , the minimal load shedding requirement ∆ that needs to shed in order to prevent the frequency from dropping below is
Switching-off of Smart Outlets
In sum, a smart outlet will switch off if any of the following three criteria are met.
(1) The smart outlet detects a major power system disturbance event, and estimates that the minimal load shedding requirement ∆ in (29) is larger than the value of the accumulated power of the load block in (11) . This corresponds to the local ∆ -estimation approach.
(2) The measured frequency is below the switching-off frequency shown in (17) . This corresponds to the adaptive switching-off approach.
(3) The smart outlet receives a switching-off command from the control center. This corresponds to the command-based direct load shedding approach.
Case Studies
Case studies are carried out on a modified IEEE 24-bus system to demonstrate the merits of the frequency control approaches of the Grid Sense system. The topology of the modified IEEE 24-bus system is shown in Fig. 12 , in which the generators on bus 23 are removed and a UHVDC line is connected to bus 23. The modified IEEE 24-bus system is adopted to represent the characteristics of a few power grids in China where there are UHVDC lines with capacities much greater than the output of a generator.
The major parameters used in the model for power grid frequency dynamics analysis are as follows. For those generators with a rated power of less than 100 MW, the inertia constant is 5.8s and the constant of the governor speed-droop control is 1/17. For those generators with a rated power within 100 MW~200 MW, they are 8.1s and 1/20, respectively. For those generators with a rated power above 200 MW, they are 9.3s and 1/22, respectively. The amount of load damping D is 2.5. The fraction of the power generator by the reheat turbine is 0.3. The average reheat time constant is 8. The power gain factor is 0.95. More detailed information about the test system can be found in [22] . Fig. 12 A modified IEEE 24-bus system
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Calculation of Threshold Power Loss
Based on the test system and the above parameters, it is calculated that = 3.72s, and the threshold power loss ∆ is 351.90 MW, which makes the frequency drop to 49.5 Hz. The frequency drop curve is depicted in Fig. 13 
Fig. 14 Sensitivity analysis for the relationship between the ROCOF and frequency drop
A sensitivity analysis to determine the relationship between the ROCOF and frequency drop is conducted for different cases of power losses, i.e., 100 MW, 200 MW, 300 MW, 351.9 MW, 400 MW, 500 MW, and 600 MW, as shown in Fig. 14. It is seen that when at any frequency (e.g., 49.9 Hz), the ROCOF for a higher power loss is lower than that for a lower power loss, which validates that the ROCOF can be used an accurate index for detecting and responding to a contingency.
Thus, for each frequency measurement, if the frequency dropping rate is lower (i.e., dropping faster) than the ROCOFfrequency curve corresponding to the threshold power loss shown in Fig. 14, then the power loss could be larger than the threshold power loss, and load shedding is needed.
In practice, the ROCOF-frequency curve is discretized as shown in Table I . Simulations are conducted to check the accuracy of the load-shedding condition checking. Some random noise is intentionally added to each of the frequency measurements after a sudden power loss before checking if the frequency measurement meets the load shedding conditions in Table 1 . The interval of the frequency measurements is 16 milliseconds. In order to improve the robustness of load-shedding conditions checking, the smart outlet will decide if load shedding is needed only when more than 15 frequency measurements have met the requirements in Table 1 .
The simulation results are shown in Table 2 . Two case studies are conducted for different power loss conditions. For each of the noises (i.e., 0 Hz, 0.005 Hz, and 0.1 Hz), simulations are conducted to generate 1 million frequency drop trajectories with random noise added R each point of the trajectory. At each point in the trajectory, we check to see whether load-shedding conditions are satisfied, based on which smart outlets are analyzed. For the case of 380 MW power loss which is larger than the threshold power loss, the smart outlet should decide that load shedding is needed. It is shown that the decisions of the smart outlets are very accurate as the probability (i.e., the probability of deciding load shedding is needed) is very high. For the case of 320 MW power loss, which is less than the threshold power loss, ideally, the smart outlet should decide that no shedding is needed. It is shown in Table 2 that the smart outlet decides that no load shedding is required in a majority of the simulations when there is no random noise or the noise is small (i.e., 0.005 Hz). In these two cases, the probability of wrong decisions is negligible. The probability of wrong decisions will only increase obviously only when the random white noise in the frequency is significantly high (i.e., 0.01 Hz).
Local Estimation of Power Loss
In this part, the local estimation of power loss using LSE and EKF is shown.
1) Performance of LSE
In order to show the performance of the LSE method for estimating the power loss, 1 million simulations are conducted assuming 500 MW (5 p.u.) power loss in the modified IEEE 24-bus system. For each simulation, a random noise within ±0.01 Hz is added to each of the frequency measurements, and the interval of the frequency measurements is 16 milliseconds. The simulation results are shown in Fig. 15 . The results of power loss estimation are statistically analyzed in Table 3 . It shows that the LSE method gives a reasonable but not very accurate result for the power loss right after the frequency disturbance event. 2) Performance of EKF The power loss estimated by the LSE serves as the initial value for the EKF method. The EKF method tries to give a more accurate estimation of the power loss. For each simulation in Fig. 15 , the EKF method is adopted to further improve the accuracy of power loss estimation. A typical curve of the EKF results is shown in Fig. 16 . The LSE estimates the power loss is 4.21 p.u., and this value serves as the initial value of the EKF method. With EKF, the power loss estimation gradually becomes very accurate. When the EKF converges, it will be very close to 5 p.u.
To demonstrate the statistical performance of the EKF method, for every simulation, the EKF analysis is performed for 40 iterations with an interval of 16 milliseconds. The results are shown in Fig. 17 . By comparing Fig. 15 and Fig. 17 , it is obvious that the EKF method further improves the accuracy of the power loss estimation results, as in general, the power estimation results come closer to 5 p.u. The results of power loss estimation based on the EKF method are statistically analyzed in Table 4 . And it shows that 92.38% of the results have an error of less than 4%. 3) Robustness of EKF In order to demonstrate the robustness of the EKF method when there are some errors in the system-level parameters, case studies are conducted with random noise in the system-level parameters including 1 , 2 , , , ∅. Specifically, a random noise within 5% is added to each of those parameters and 1 million simulations are conducted while a random noise within ±0.01 Hz still exists in each of the frequency measurements. The results of the EKF method after 40 iterations are shown in Table 5 .
It can be seen from Table 5 that 72.33% of the power loss estimation results are within an error of less than 4%. This clearly demonstrates that the proposed EKF method can still accurately estimate the power loss even when there are random errors in the frequency measurements and in the system-level parameters.
Experimental Validation of Power Loss Estimation
In order to further validate the performance of the power loss estimation algorithm, hardware experiments are conducted. The dynamics of the system frequency after a sudden loss of 500 MW in the IEEE 24-bus system is simulated using Matlab. The simulated curve is loaded to the DSpace DS1202 MicroLabBox for real-time simulation. DSpace then sends the signals to a smart outlet for estimating the power loss. The system-level parameters related to the power loss estimation can be sent from the control center. Especially, 1% white noise is added to each of the points of the simulated curve.
The setup of the hardware experiment is shown in Fig. 18 , and the results are obtained as shown in Fig. 19 . The red line is the actual frequency curve of the IEEE 24-bus system. Before the sudden power loss, the power system operates in a normal state and the steady-state frequency is 50 Hz. Then, after a sudden power loss of 500 MW, frequency begins to drop rapidly. The blue line shows the frequency measured by the smart outlet. As can be seen, the frequency measurement is accurate, but there can be some minor errors due to the 1% white noise in the input signal from the DSpace. The abnormal frequency event detecting function is constantly working based on the frequency measurements. When the power system is working normally before the sudden power loss, it detects no abnormal event despite the fact that the noise in the input signal may cause some frequency measurement errors. However, 160 milliseconds after the sudden power loss, the event detection function detects that there is an abnormal event, which triggers the checking of the load-shedding conditions and the power loss estimation. For every new frequency measurement with an interval of 16 milliseconds, the load-shedding conditions in Table 1 are checked to see if they are satisfied; the load shedding conditions are seen as satisfied for 15 times after the event. In this case, the smart outlet will determine whether load shedding is needed. After the detection of an abnormal event, the LSE takes 10 frequency measurements with an interval of 16 milliseconds, estimates that the power loss is 3.10 p.u., and triggers the EKF-based power loss evaluation. The EKF takes the power loss estimated by LSE as its initial value, and for every new frequency measurement, it gives an updated result of power loss estimation, as shown as the pink curve in Fig. 19 . It is shown that the EKF method can estimate the power loss fast and accurately, with increasing measurements obtained as time goes on.
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In sum, this hardware experiment demonstrates that the proposed event detection method, load shedding condition checking method, and LSE and EKF based power loss methods are accurate and robust.
Frequency Emergency Support for Power System
Simulations are conducted to study the influence of the smart outlets' response on power system frequency emergency support. The load-shedding conditions can be usually satisfied when a sudden power loss occurs. As can be seen in Fig. 10 , a smart outlet will switch off the appliance connected to it when its accumulated power sent from the cloud control center is less than the minimum load shedding requirement (i.e., the value of estimated power loss deducted by the threshold power loss).
Assuming there are 1 million smart outlets located in the IEEE 24-bus system, and the power of the appliance connected to a smart outlet is randomly located within [10 W, 1800 W]. The smart outlets are categorized into 1,000 load groups with 1,000 smart outlets in each group. Assume these load groups are ranked by their importance, shown as in Fig. 20 . The power loss estimation data of the 1 million smart outlets in Fig. 17 is applied to check the response of the smart outlets and their impact on the system frequency. The switching of each smart outlet is simulated based on the comparison of its accumulated power and estimated power loss deducted by the threshold power loss. In total, 164,793 smart outlets switched off, and the total load curtailment is 148.34 MW, which is very close to the load curtailment requirement 500-351.9=148.1 MW. This demonstrates that the proposed frequency control method is very accurate.
The actions of the smart outlets in each load group are shown in Fig. 21 . It is noted the load groups are ranked from the least to the most important; thus, the smaller the load group number, the less important the loads connected to the smart outlets in the load group. As can be seen from Fig. 21 , for the load groups 1~118, all the smart outlets in the load groups switch off. For the load groups 119~198, some smart outlets switch off and the others stay on. For the load groups larger than 199, no smart outlet switches off. The reason for the switching of the smart outlets is explained as follows. For the IEEE 24-bus system with a threshold power loss of 351.9 MW, if each smart outlet can accurately estimate the power loss (500 MW), ideally the smart outlets with an accumulated power below 148.1 MW should switch off, and the other smart outlets with an accumulated power larger than 148.1 MW should stay on. However, the power loss estimation by the smart outlets may not be 100% accurate as shown in Fig. 17 . Thus, for the smart outlets with small values of accumulated power such as load groups 1~118, even if there might be some errors in the power loss estimation, the smart outlets will switch off as long as the estimated power loss deducted by the threshold power loss is larger than the value of accumulated power. Thus, the switching action of these smart outlets are always right, i.e., the least important smart outlets always switch off accurately.
Similarly, for the smart outlet with very large values of accumulated power such as in load groups 199~1000, the smart outlet will always stay on since the estimated power loss deducted by the threshold power loss is less than the value of accumulated power. Thus, the switching action of these smart outlets is also always right, i.e., the most important outlets always keep on accurately and their operation is not affected.
For the smart outlet with accumulated power values near 148.1 MW, they might not always take the right actions. It is checked that the accumulated power of load group 119 is 107.13 MW and the accumulated power of load group 198 is 178.12 MW. This is why the actions of the smart outlets in load groups 119~198 are not 100% correct. Further, it is analyzed that a load group with an accumulated power closer to 148.1 MW is more likely to have wrong actions. But fortunately, smart outlets below 148.1 MW might stay on while some outlets more than 148. 1 MW might switch off. In such a case, these wrong actions compensate for each other, and the overall performance of all the smart outlets is still for the most part accurate. The switching time of the smart outlets depends on abnormal frequency disturbance event detection, load shedding condition checking, power loss estimation by LSE and EKF. Sometimes, the time taken by these functions may vary. Typically, the event detection is approximately 160 milliseconds, the LSE-based power loss estimation is 160 milliseconds, and EKF-based power loss estimation is 640 milliseconds. The load shedding conditions checking usually are less than 480 milliseconds, and it is conducted in parallel with the power loss estimation by LSE and EKF. Overall, the smart plugs typically switch off after around 960 milliseconds if a sudden power loss above the threshold occurs.
Considering the load shedding of the smart outlets, the power system frequency dynamics is shown in Fig. 22 . It is shown here that the lowest frequency is around 49.5 Hz, which is the control objective of the Grid Sense system. Comparing the two cases without and with Grid Sense, it can be seen that the Grid Sense system can respond quickly and prevent the rapid dropping of the power system frequency.
2) Robustness of Frequency Emergency Support
It is demonstrated above that Grid Sense with a huge number of smart outlets can regulate the power system frequency accurately considering the noise in the frequency measurements. Additionally, it is also possible that the system-level parameters 1 , 2 , , , and ∅ used in the EKF-based power loss estimation might not be completely accurate. Thus, the 1,000,000 results of power loss estimation in Table 5 are adopted to simulate the performance of 1,000,000 smart outlets. It is found that 165,540 smart outlets switch off, and the total load shedding is 148.97 MW, which is still close to accurate.
This demonstrates that the Grid Sense system can work accurately even in case of random errors in the system-level parameters.
Conclusions and Future Work
This paper presents the cyber-physical architecture and the frequency control approaches of Grid Sense, which is a practical system designed to support the power system frequency using millions of distributed appliances under severe frequency disturbance contingencies. The Grid Sense system mainly deploys a local ∆P-estimation approach for frequency control, in which the control center estimates the parameters such as threshold power loss and send them to the smart outlets before the frequency disturbance event, while the smart outlets intelligently detect the frequency disturbance event, estimates the power loss, and makes switching decisions locally. Each part of the frequency control approach is illustrated in detail. Extensive simulations and hardware experiments are conducted to verify the accuracy and robustness of the proposed frequency control strategy.
In future work, more field tests will be conducted, and more types of randomness and errors will be considered and studied to further verify the accuracy, adaptivity, and robustness of Grid Sense.
